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DETAILED ACTION 



1 . This office action is in response to applicant's application serial no. 09/660,370 
filed on 9/12/2000. 



2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 66-69 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claim language merely recites a 
description of a communication message. A broadest reasonable interpretation of the 
claim would include a non-computer implementation of the recited limitation. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 



Claims 13-17 are rejected under 35 U.S.C. 102(b) as being anticipated by Mittra 
(U.S. Patent No. 5,748,736). 

In respect to claim 13, Mittra discloses method comprising: 



Claim Rejections - 35 USC § 101 



States. 
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authenticating a host device; generating an authentication key for the host 
device; and sending the authentication key to the host device and to a rendezvous point 
device using a secure key distribution mechanism mechanism (see Mittra, coL 4, lines 
7-25 and col. 7, line 26-col. 8, line 35 and col. 12, lines 50-59). 

In respect to claims 14 and 15, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claim 13. Therefore, 
claims 14 and 15 are rejected based on the similar rationale. 

In respect to claims 16 and 17, Mittra discloses the computer readable medium 
of claim 15, wherein the computer readable medium is a computer storage medium and 
a computer communication medium (see Mittra, col. 6, lines 1-19). 

4. Claims 48-64 are rejected under 35 U.S.C. 102(b) as being anticipated by Gupta 

(U.S. Patent No. 6,718,387). 

In respect to claim 48, Gupta discloses a method comprising: 

Receiving an encoded join request for a host device; authenticating the encoded 

join request to determine whether or not the encoded joint message is authentic; and 

establishing appropriate multicast routes for forwarding multicast communication 

messages to the host device if and only if the join request is determined to be authentic 

(see Gupta, col. 6, line 9-44). 

In respect to claim 49, Gupta discloses the method of claim 48, wherein 

authenticating the encoded join request comprises: 
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maintaining a number of authentication keys; determining the host device for the 
encoded join request; and searching for an authentication key associated with the host 
device (see Gupta, col. 6, lines 9-44). 

In respect to claim 50, Gupta discloses the method of claim 49, wherein 
authenticating the encoded join request further comprises: 

failing to find an authentication key associated with the host device; and 

determining that the encoded join request is not authentic (see Gupta, col. 6, 
lines 9-44). 

In respect to claim 51 , Gupta discloses the method of claim 49, wherein 
authenticating the encoded join request further comprises: 

finding an authentication key associated with the host device; and 

authenticating the encoded join request using the authentication key associated 
with the host device (see Gupta, col. 6, lines 9-44). 

In respect to claim 52, Gupta discloses the method of claim 48, further 
comprising: 

sending an explicit acknowledgment toward the host device if and only if the 
encoded join request is determined to be authentic (see Gupta, col. 6, lines 9-44). 

In respect to claims 53-62, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claims 48-52. 
Therefore, claims 53-62 are rejected based on the similar rationale. 
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In respect to claims 63-64, Gupta discloses the computer readable medium of 
claim 58, wherein the computer readable medium is a computer storage medium and a 
communication medium (see Gupta, col. 2, lines 21-42). 

5. Claim 66 is rejected under 35 U.S.C. 102(b) as being anticipated by Ballardie 
(Network Working Group, University College of London, May 1996). 

In respect to claim 66, Ballardie discloses a communication message embodied 
in a data signal, the communication message comprising a group key for a multicast 
group and an authentication key for a host device (see page 11). 

6. Claim 67 is rejected under 35 U.S.C. 102(b) as being anticipated by Fan (U.S. 
Patent No. 6,664,922). 

In respect to claim 67, Fan discloses a communication message embodied in a 
data signal, the communication message comprising a join request including an 
authentication key for a host device (see Fan, col. 9, lines 20-39). 



7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



Claim Rejections - 35 USC § 103 
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Claims 1-4 and 7-12 and 65 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mittra (U.S. Patent No. 5,748,738) in view of Gupta et al. (U.S. 
Patent No. 6718387) and further in view of Ballardie (Network Working Group, 
University College of London, May 1996). 

In respect to claim 1 , Mittra discloses a communication system comprising: 

a rendezvous point device that forwards multicast communication messages to 
members of a shared tree; a designated device in communication with the rendezvous 
point device via a number of intermediate devices (see col. 12, lines 50-59); and 

a host device in communication with the designated device, wherein the host 
device sends a join request to the designated device in order to join the shared tree for 
receiving the multicast communication messages forwarded by the rendezvous point 
device; and the host device is prevented from receiving the multicast communication 
messages forwarded by the rendezvous point device, if the rendezvous point device 
determines that the join message is not authentic (see Abstract, col. 4, lines 6-25 and 
col. 12, lines 50-59). 

Mittra does not explicitly disclose but Gupta discloses the host device sends an 
encoded join request generated using an authentication key associated with the host 
device using a predetermined multicast group management protocol (see Gupta, col. 6, 
lines 9-44). Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to implement the teaching of Mittra's secure group 
communication via multicast with the teaching of Gupta's encoded join request in order 
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to prevent unauthorized user from gaining access to a multicast by duplicating other's 
join request (Gupta, col. 6, lines 17-21). 

Mittra does not explicitly disclose but Ballardie discloses the designated device 
receives the join request and forwards to the primary core of a core basic tree (CBT) via 
the number of intermediate devices (see Ballardie, page 8 to page 12, section 6.2). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate the teaching of Mittra' s secure group 
communications via multicast with Ballardie's teaching of forwarding the join request 
from the secondary device to the primary device via a number of intermediate devices 
so that the host can send the join request to its local multicast router (Ballardie, page 9, 
4 th paragraph). 

In respect to claim 2, Mittra, Gupta and Ballardie disclose the communication 
system of claim 1 , further comprising a key server for authenticating the host device and 
generating the authentication key for the host device (see Mittra, col. 4, lines 7-25 and 
col. 7, line 26-col. 8, line 35). 

In respect to claim 3, Mittra, Gupta and Ballardie disclose the communication 
system of claim 2, wherein the key server provides the authentication key to both the 
host device and other router element using a secure key distribution mechanism (see 
Mittra, col. 4, lines 7-25 and col. 7, line 26-col. 8, line 35 and col. 12, lines 50-59). 

In respect to claim 4, Mittra, Gupta and Ballardie disclose the communication 
system of claim 1 , wherein the host device sends the authentication key to the 
designated device (see Gupta, col. 6, lines 9-44). 
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In respect to claim 7, Mittra, Gupta and Ballardie disclose the communication 
system of claim 1 , wherein the designated device joins the shared tree on behalf of the 
host device (see Ballardie, page 9 to page 12 ). 

In respect to claim 8, Mittra, Gupta and Ballardie disclose the communication 
system of claim 7, wherein the designated device establishes appropriate multicast 
routes for forwarding multicast communication messages to the host (see Ballardie, 
page 9 to page 12). 

In respect to claim 9, Mittra, Gupta and Ballardie disclose the communication 
system of claim 1 , wherein each intermediate device receives the encoded join request 
and forwards the encoded join request toward other routing element (see Gupta, col. 6, 
lines 9-44). 

In respect to claim 10, Mittra, Gupta and Ballardie disclose the communication 
system of claim 9 t wherein each intermediate device that is not already joined to the 
shared tree joins the shared tree on behalf of the host device and establishes 
appropriate multicast routes for forwarding multicast communication messages toward 
the host device upon receiving the join request (see Ballardie, page 9 to page 12). 

In respect to claim 11, Mittra, Gupta and Ballardie disclose the communication 
system of claim 9, wherein each intermediate device that is already joined to the shared 
tree waits for an explicit acknowledgment message from the primary router and 
establishes appropriate multicast routes for forwarding multicast communication 
messages toward the host device only upon receiving the explicit acknowledgment 
message from the primary router (see Ballardie, page 9 to page 12). 
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In respect to claim 12, Mittra, Gupta and Ballardie disclose the communication 
system of claim 1, wherein the primary router sends an explicit acknowledgment 
message toward the host device upon determining that the join request is authentic (see 
Ballardie, page 9 to page 12). 

In respect to claim 65, the claim limitation is substantially similar to claim 1. 
Therefore, claim 65 is rejected based on the similar rationale. 

8. Claims 5 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mittra (U.S. Patent No. 5,748,738), Gupta et al. (U.S. Patent No. 6718387) and 
Ballardie (Network Working Group, University College of London, May 1996) as applied 
to claim 4 above, and further in view of Fan (U.S. Patent No. 6,664,922). 

In respect to claims 5 and 6, Mittra, Gupta and Ballardie disclose the 
communication system of claim 4. Gupta discloses wherein the predetermined 
multicast group management protocol is an extended Internet Group Management 
Protocol (IGMP) (Gupta, col. 6, lines 9-44) but do not explicitly disclose wherein the host 
device sends the authentication key to the designated device in the join request. 
However, Fan discloses a sending device sends the authentication key to the 
designated device a request provided with an authentication key over a data network 
(see Fan, col. 9, lines 20-38). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to implement the teaching of Mittra, Gupta and 
Ballardie's teaching of a secure joining in a multicast communication with Fan's 
teaching of including authentication key in a request to the destination device so that the 
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identity of the requesting device can be verified and the key can be used to provide 
requesting device access to data content (Fan, col. 9, lines 22-25). 

9. Claims 18-19 and 20-25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gupta et al. (U.S. Patent No. 6718387) in view of Fan (U.S. Patent 
No. 6,664,922). 

In respect to claims 18 and 19, Gupta discloses a method comprising: 
obtaining an authentication key; and sending a join request to a designated 
device using a predetermined multicast group management protocol wherein the 
predetermined multicast group management protocol is an extended Internet Group 
Management Protocol (IGMP) (see Gupta, col. 6, lines 9-44) but does not disclose the 
join request including the authentication key. However, Fan discloses request sent to 
the destination device is provided with an authentication key (see Fan, col. 9, lines 20- 
38). Therefore, t would have been obvious to one of ordinary skill in the art at the time 
the invention was made to implement the teaching of Gupta's teaching of a secure 
joining in a multicast communication with Fan's teaching of including authentication key 
in a request to the destination device so that the identity of the requesting device can be 
verified and the key can be used to provide requesting device access to data content 
(Fan, col. 9, lines 22-25). 

In respect to claims 20-23, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claims 18-19. 
Therefore, claims 20-23 are rejected based on the similar rationale. 
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In respect to claims 24 and 25, Gupta and Fan disclose the computer readable 
medium of claim 22, wherein the computer readable medium is a computer storage 
medium and a computer communication medium (see Gupta, col. 4, lines 60-67). 



10. Claims 26, 29, 32, 37, 40, 43 and 46-47 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Mittra (U.S. Patent No. 5,748,738) in view of Gupta et al. (U.S. 
Patent No. 6718387). 

In respect to claim 26, Mittra discloses a method comprising: 

receiving a join request from a host device and sending the encoded join request 
toward a rendezvous point device (see Mittra, col. 4, lines 7-25 and col. 7, line 26-col. 8, 
line 35 and col. 12, lines 50-59). 

Mittra does not disclose but Gupta discloses generating an encoded join request 
using an authentication key associated with the host device (see Gupta, col. 6, lines 9- 
44). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to implement the teaching of Mittra's secure group 
communication via multicast with the teaching of Gupta's encoded join request in order 
to prevent unauthorized user from gaining access to a multicast by duplicating other's 
join request (Gupta, col. 6, lines 17-21). 

In respect to claims 29 and 32, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claim 26. Therefore, 
claims 29 and 32 are rejected based on the similar rationale. 



Application/Control Number: 09/660,370 Page 12 

Art Unit: 2134 

In respect to claims 37, 40 and 43, the claim limitations are substantially similar 
to claim 26. Therefore, claims 37, 40 and 43 are rejected based on the similar rationale. 

In respect to claims 46-47, Mittra and Gupta disclose the computer readable 
medium of claim 43, wherein the computer readable medium is a computer storage 
medium and a computer communication medium (see Mittra, col. 6, lines 4-19). 

11. Claims 27, 30 and 33 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mittra (U.S. Patent No. 5,748,738) in view of Gupta et al. (U.S. Patent No. 
6718387) as applied to claim 26 above and further in view of Fan (U.S. Patent No. 
6,664,922). 

In respect to claim 27, Mittra and Gupta disclose the method of claim 26. Mittra 
and Gupta does not disclose a request sends to a destination device includes an 
authentication key. However, Fan discloses request sent to the destination device is 
provided with an authentication key (see Fan, col. 9, lines 20-38). Therefore, t would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to implement the teaching of Gupta's teaching of a secure joining in a multicast 
communication with Fan's teaching of including authentication key in a request to the 
destination device so that the identity of the requesting device can be verified and the 
key can be used to provide requesting device access to data content (Fan, col. 9, lines 
22-25). 
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In respect to claims 30 and 33, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claim 27. Therefore, 
claims 30 and 33 are rejected based on the similar rationale. 



12. Claims 28, 31 , 34, 38-39, 41-42 and 44-45 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Mittra (U.S. Patent No. 5,748,738) in view of Gupta et al. 
(U.S. Patent No. 6718387) as applied to claim 26 above and further in view of Ballardie 
(Network Working Group, University College of London, May 1996). 

In respect to claim 28, Mittra and Gupta disclose the method of claim 26. Mittra 
and Gupta does not explicitly disclose but Ballardie discloses joining a shared tree on 
behalf of the host device and establishing appropriate multicast routes for forwarding 
multicast communication messages to the host device (see Ballardie, page 9 to page 
12). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to implement the teaching of Mittra and Gupta's secure joining 
of multicast communication with the teaching of Ballardie to joining a shared tree on 
behalf of the host device in establishing a multicast communication for a secure joining 
process (see Ballardie, page 21 last paragraph). 

In respect to claims 31 and 34, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claim 28. Therefore, 
claims 31 and 34 are rejected based on the similar rationale. 
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In respect to claims 35 and 36, Mittra and Gupta disclose the computer readable 
medium claim 32, wherein the computer readable medium is a computer storage 
medium and a computer communication medium (see Mittra, col. 6, lines 3-19). 

In respect to claims 38, 41 and 44, the claim limitations are substantially similar 
to claim 28. Therefore, claims 38, 41 and 44 are rejected based on the similar rationale. 

In respect to claim 39, Mittra and Gupta disclose the method of claim 37. Mittra 
and Gupta do not disclose waiting for an explicit acknowledgment message from the 
primary core; and establishing appropriate multicast router for forwarding multicast 
communication messages toward the host device only upon receiving the explicit 
acknowledgment message from the rendezvous point device (see Ballardie, page 9 to 
page 12). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the teaching of Mittra and Gupta's secure 
joining of multicast communication with the teaching of Ballardie's authenticating host 
with acknowledgement message from primary core for a secure joining of a shared tree 
(Ballardie, page 2, 3 rd paragraph). 

In respect to claims 42 and 45, the claim limitations are apparatus and computer 
readable medium claims that are substantially similar to method claim 39. Therefore, 
claims 42 and 45 are rejected based on the similar rationale. 

13. Claim 68 is rejected under 35 U.S.C. 103(a) as being unpatentable over Gupta et 
al. (U.S. Patent No. 6718387) in view of Arbaugh et al. (U.S. Patent No. 6,185,678). 
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In respect to claim 68, Gupta discloses a communication message embodied in a 
data signal, the communication message comprising an encoded join request (see 
Gupta, col. 6, lines 31-44). Gupta does not explicitly disclose but Arbaugh discloses a 
message including a tag field and a nonce field (see Arbaugh, col. 14, lines 16-32 and 
col. 16, lines 15-41). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to implement Gupta's secure joining in a 
multicast with Arbaugh's teaching of including tag field and nonce field in the message 
in order to detect integrity failure of the message transmitted over the network (see 
Arbaugh, col. 3, lines 25-39). 

14. Claim 69 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ballardie 
(Network Working Group, University College of London, May 1996) as applied to claim 
4 above, and further in view of Arbaugh et al. (U.S. Patent No. 6,185,678). 

In respect to claim 69, Gupta discloses a communication message embodied in a 
data signal, the communication message comprising an explicit acknowledgment (see 
Ballardie, page 1 1 ). Gupta does not explicitly disclose but Arbaugh discloses a 
message including a tag field and a nonce field ((see Arbaugh, col. 14, lines 16-32 and 
col. 16, lines 15-41). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to implement Gupta's secure joining in a 
multicast with Arbaugh's teaching of including tag field and nonce field in the message 
in order to detect integrity failure of the message transmitted over the network (see 
Arbaugh, col. 3, lines 25-39). 



# 
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Conclusion 



15. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

-Li discloses a hierarchical multicast traffic security system in an internetwork. 

-Aziz discloses a method and apparatus for sending secure datagram multicast. 

-Srivastava disclose method and apparatus for distributing and updating group 
controllers over a wide area network using a tree structure. 

-Peyravian et al. Disclose a decentralized system methods and computer 
program products for sending secure messages among a group of nodes. 

-McCanne et al. Disclose proximity based redirection system for robust and 
scalable service node location in an internetwork. 

-Mukherjee et al. Disclose a flexible state sharing and consistency mechanism 
for interactive applications. 

-Kadansky et al. Disclose a method and apparatus for multicast indication of 
group key change. 

-Haller discloses authentication requirements of computer system and network 
protocol. 

-Harney discloses Group Key Management Protocol specification. 
-Gong et al. Discloses elements of trusted multicasting. 
-Mittra discloses a framework for scalable secure multicasting. 
-Ishikawa et al. Disclose an architecture for user authentication of IP multicast 
and Its implementation. 
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16. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (703) 305- 
7690. The examiner can normally be reached on 8:30-5:00 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached on (703) 308-4789. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR, 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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